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Introduction

1.1 Purpose
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Scope
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Model & M<2+= 41, NuFTA & A8l i requirement IF S Backward Analysis 5104
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1.3 Definitions, acronyms, and abbreviations

Name Definition
SW Software
STPA System Theoretic Process Analysis
CA Control Action
UCA Unsafe Control Action
UCA Type Providing causes Hazardous, Not Providing causes Hazardous,
Incorrect Timing/Order, Stopped Too Soon/Applied Too Long
NuSCR data flow based Formal Specification Language extended from
SCR(software cost reduction)
NuSRS Nuclear Software Requirements Specification. An automatic
requirements & verification tool
NuFTA Fault Tree analysis for NuSCR
SFT Software Fault Tree
MCS Minimal Cut-Set
CSE Control Structure Editor
PMM Process Model Maker
CT™ Context Table Maker
UtT™m UCA Table Maker
Control Structure SW o] &0 AN X7t LSH= 20| 2+ component 7t O
Control Off AU 0| Xt810f system & Control 1t Feedback
YO 2 FY3 the2lsto A5 B Y
Feedback Controlled Process Ol A{ Control Action & 0|3t ZA 1}, Controlled
Process 2| B 2t 52 HE

-11-
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Process Model Control Action & Z™sl= Mo 2R3t HEES X8

1.4 References

1.5

IEEE Std. 830-1998

TTA:STPA E &8¢t 9/& &4 70|=

[1] Nancy G. Leveson, John P. Thomas, “STPA Handbook”, MIT, 2018

[2] Nancy G. Leveson, “"SafeWare : System Safety and Computers”, Addison-Wesley, 1995

[3] Nancy G. Leveson, “"Engineering a Safer World : Systems Thinking Applied to Safety”, MIT
Press, 2011

[4] Clifton A. Ericson, Il, "Hazard Analysis Techniques for System Safety”, Wiley, 2005

[5] Nancy G. Leveson, “An STPA Primer version1”, MIT, 2015

Overview
LS DXL s ZZIWO| purpose, interface, operation, 2|1 FZ0 HZT 7tsth
TX & 2l functional requirement 2F non-functional requirement & FA|St1 ZTE212H0| X<}

ZZ(Constraint)dt A|AEIO| MM Ol X} interface, B0 CHsH A H STt

-12-
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2. Overall Description

2.1 Product Perspective

2.1.1

System Interfaces : System Architecture Diagram

Requirement

Control Structure KUtoKit |
NuSRS

Control Action Output Variable
Feedback )v[ Control Structure Editor J

NuSCR

User

| n(
UCA Process Model —L Process Model Maker ] NuFTA

Y

MCS
[ Context Table Maker }

Context

UCA Table Maker ]

)

Control Structure Editor(CSE) : User 7} Control Structure & ZHde 4= UE editor
interface & X|23ICt O] M User &= Control Action 2t Feedback O 8i&st= LIS

T 22t Y

ot

+ Suet.

Process Model Maker(PMM) : Control Structure LI 2| Controller Off Process Model &

Zpgotet T Ol= NuSRS 28 H 7}X 2 Requirement 25 H S22 Ag &= 20|
7|20IL, User 7t EE=Z Yy = QUO{OF piCh £ ERSILHHA Control

Algorithm = 2dg 4= UL = otLt.
Context Table Maker(CTM) : Process Model 258 EH E=ZE& Context 2 7tX|1
Context table 2 Z3ICE O] I RE HESS AHESH= Z0] OtL|2t NuFTA E S

A
=

rlo

MCS € 7|z ZH =S

njo

EHAM

A

PASIE 2 3D

o [

L

UCA Table Maker(UTM) : Context Table 25 E Z=Z=%l Context & 7|HISZ UCA
table & 24Tt UCA table 2 Control Action 1t 4 7FX|2] UCA type 22 O|R20{H

QU7 2k 2 otof QM ELZOf A EZBHH Context 7+ S0fZiTt
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2.1.2  User Interfaces

KUtoKit

File Help I @
\ | [FH e
s Co@rol Stru@e Col extTabIe

@|o ®
O

@ CSE Mode Button: CSE Mode T2 HHE. CSE Mode = MZ2 TZMEES MMl 42

e Z2azoM 7t UM AL/ 00F St= 7|52 Mode O|L}. 3T Mode O M= Side

Bar A 2R3t HEZ MEHSID HIAEE Q2510 Control Structure & M-dg = ULt
® PMM Mode Button; PMM Mod HE. PMM Mode = CSE Mode & &5l Control

Q101 20 Process Model 2 28T = JYLEE, = AHEXZF A H Controller

1]
>
L
Ot
2

Process Model 2 8% += JEE sl= 7|52 Mode O|LC}.
@ CTM Mode Button: CTM Mode ZI®l HHE. CTM Mode & PMM Mode 7tX| =33t 0|%

MCS It S £2{2 §| Control Action E 2 context & Q| €0 Context Table & XMl =

St= 7|52 Mode O|LCt,
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UTM Mode Button: UTM Mode Xl HHE. UTM Mode & CTM Mode 7tX| £33t 0|%

CTM O A Context Table 2 27| 2l AHEEl Context E2 7|82 XAIE2 2 UCA

Board: Zf Mode O &= 2tHZ SHI, X2 23S Bh= glo|ot2
Side Bar: CSE Mode 2 PMM Mode 0| M Control Structure 2t Process Model 2 12 0,

Controller/Controlled Process, Control Action/Feedback & 12|11, Process Model & Z+2}0]|

ol 24}t

il &5t g = A

rir

LHE=

mjo
rir

7520l 25 A= AO|=HE

Hardware Interfaces

2.14 Software Interfaces

A.  NuSRS
Name : Nuclear Software Requirement Specification
Mnemonic : NuSRS
Specification Number : 1.0
Version Number : 2.0

Source : http://dslab.konkuk.ac.kr/Nuclear-Requirement/Nuclear-Requirement.htm

B. NuFTA
Name : NuSRS Fault Tree Analysis
Mnemonic : NuFTA
Specification Number : 1.0
Version Number : 1.0

Source : http://dslab.konkuk.ac.kr/Nuclear-Requirement/NuFTA.htm
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2.1.5 Communications Interfaces

2.1.6 Memory Constraints

2.1.7 Operations

- AFXHE CSE Ol Control Structure & %t

It
+

olct,
- Control Structure O A| CA 2} Feedback 2| LH&E2 AMSXIZF 3T 4= QUCH
- NuSCR E ZHE Requirement I 2Z O[ &3l X%t Controller Off Process Model &

_—
e,

ct.

+
0

- Process Model 2 AFEX}7 2|2 FIte =& UL}

- NuFTAE S8 ==& MCS It2 S 288 = Ut

- Hazardous StCH THEHSE Context £ 7|8 2 UCA table 2 AFS2 2 Af-4g o= UL}

2.1.8 Site Adaptation Requirements

JDK : 8.0 or above

2.2 Product Functions

Get User Input : AFSALS| YH(HE 28], Eef1, HIAE Q3)Z S=LC}

1

Create Control Structure : Control Action 1 Feedback & ®2 Bt AI2XI9| HE E

e

Control Structure 2 A4t}

Get NUSCR File : NuSCR 2 At

i
_F_I
no
fjo
N
R

to
o

Parse NuSCR File : NuSCR 2 ZMEl MAS EAMI0, 2Mt2{E CA QL AEE output

—

variable 2 FZ 3Lt

-16-
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2.3

2.4

® Get Essential Variable : output variable =0 E== ¢l input variable, internal variable £&

EEBICH

—

® Create Process Variable : & &l input/internal/output variable 2 0|83}0] Controller &

Process variable 2 A A siC}

@ Create Process Model : & &l input/internal/output variable & O|&3}0{ Controller &

Process Model & 244 3tC},

Select MCS : NuFTA & Edlf F£&l MCS & |9/0|

@

A

rx

Hottt

Create Context Table : M= MCS & 0| &3l Context table & *ATHCt
Create UCA : MM El Context table Ol A hazardous }Ct AMEHE

Controller & CA O [2f UCA 2 &

A
mjo
0z
0z
%
i

@ Create UCA Table : loss scenario & &4 5= AL E UCA table 2 43t}

User Characteristics

1)
r
It

STPA 2| M E0| ol "X X|A0] QU= userE EHHCE

o

Ct AFEXE
Aol cher MEA QN X|A0] A4, O] SWE AFESH| 28l STPA 2| 4 EHA 1bd

ojo| $33tof

A

AL} et

Constraints

A

NuSCR 2 EfM =l sw A5}

=~

mjo
N

=22 StCt

mu
s
rr

- Controller 7t EX5t= System 0f 25t A0 & o~ QICH

- HEEA 22 0|M Z|& & function 2| &= ME X|AHAM Z2OHWS SHSIEE SHCt

- D2 LYROM AFRE|= MCS = NuFTA £ E8l === Zo|Ct

I
o
S
—
o
=
mjn
njo
N

rir
Al
r

bl

MBIARL Bh= A[AE”Q| loss 2F hazard 2| 2445 0|2 Ot =0 0] SWE

- NuSRS @ NUFTA = Z2031 XMEORZ MEE|X| Y002 ALK HE2 XEHS|0f

rot

bt
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NuSRS £ &3l Process Model 2| =58 FE5l= AS 7|22 2 $tCt

2.5 Assumptions and dependencies

SWE 2SHOZ jar tY 2 HHEICH

wn
=
=2
Rl
El
ne
Rl
02
=
Rl
0%
m
rir
oot
1>
ro
x
3
mjo
N
i
[o]
n
%
[

.

AL, 2t 7| sE2 CSE - PMM — CTM — UTM =AC{Z

2.6 Apportioning of requirements

NuFTA £ Sdff

M

EMCS & Rol0le s Ase 2 dEE = JAER 7[ES MAISHY

Mg+ s

Ju
rot

Ct.

NuSCR 0|2|9| formal specification language 2 requirement 7} 4= sSw = 24%t

A
1= T

A= Z Bt

—
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3. Specific Requirements
3.1 External Interfaces
3.1.1 User Interfaces
Input: 7| 2E/0rRA &
Output: 3tH =&

O BAIZE Ul 2] 7|2 AO|=& X ZE[Of Aol #HEe & Gt

3.1.2 HW Interfaces

3.1.3 SW Interfaces

3.1.3.1. Control Structure Editor mode

KUtoKit
File  Help
Control Structure
™
O

cl

,
\ B

- Input: Controller/Controlled process/control action/feedback 0f| CHot 7| 2 E /0t A

(o]
JE

- Output : Control Structure

-19-
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3.1.3.2. Process Model Maker mode

[

Process model 4444

Process model
variablel: [1][2]
variable2: [Y][N]

=

Input : Process model 0| 23} state, environment 5. TtAS E3+ A5 23 U

EIE

- Output : input Off 2 Ul &

-20-



SRS ver. 1

3.1.3.3 Context Table Maker mode

File  Help

|f Control Structure + Process Model

484 context table

Hazardous 41 €4

- Input : MCS T}, hazardous O{ 5 0f CHH OpRA A

- Output : Context table

-21-
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3.1.3.4 UCA Table Maker mode

File  Help
= ] F [

Control Structure + Process Model Context Table UCA table &3

- Input : Context table Off {4 %! context 2| L{-& 1} hazardous O£

- Output : UCA table

-22-
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3.1.3.5 Add external file mode

File  Help

= ] B .
)i e st

cl

Proccess model 2 ZHE 24 controller A& oY Ftshs BY

[ Fierame |

cl

I

- Input: NuSRS File

- Output: Process Model

File  Help

5 ] I@k\ﬁ
Control Structure + Pr&\ess Model _

\ Mcs 8 F7tshs 2

File name

- Input: MCS file

- Output: Context Table 2| context

-23-
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3.1.4 Communications Interfaces

3.2 Classes

3.2.1 Main Screen
3.2.1.1 Attributes

- mode : X} User 7} ALE3}

kl
30
rir
<
o
[oR
(0]
u

ver. 1

S 9|0|BtCl Mode Ofl=

3.1.3.1~3.1.3.4 SW interface O] AtEEl 4 7tX| REE S50

3.2.1.2 Functions

- Select mode : User 7t ¥5t= Mode 2 &2 =+ X =5 3Lt Mode 0= 3.1.3
SW interface Off AF& &l 5 7tX| REE XotCt

- Print help : O] A[2ES AE5l= HHEHE 2T Wrds E0Fc
et=0|Ct RASt= REO| ALBR S MEHs 2 = QULCH

- Create File : ©dlLto| Z2HMEEZ MMst= mUO|Ct A2Z Control

Structure , Context table , UCA 7} E0{Z 24 0|22 M3

- Save File : ¥Xf AtESAQE= Z=ME ZGHO| X|FZ7

Structure , Context table , UCA & X Zdt= &4=0|C}.

- OpenfFile: Z2HEZ 2= &0|CL X5 AFES Y Z2HMET} UCHH

ZeMES RGN XYY BHjo Z2YES ert

- Save Another Name File : ®X} AIRZEQ Z2HMEEZ
O|E,=Z2HE QX X|Zsl KZEBICL.

- Error Handling :

User 7t MEA

i.  Open File 2=~ O|A X8t EG 2| HEH7t X5 Z2 -0 A AHESH=

Z2HE gAMo=2 E|of QUK QCHH Error HMZXIE =2 file
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3.2.2 Control

3.2.2.1

3222

ii.  Save File 2=~ Ol A XY AFESHL A= BE7F IO HIYSHA| & &

AL, Error HA|X| 2 =21 Save File B2 ZX|3HC}
structure editor
Attributes

Controller : name

- Control action : source, destination, name
- Feedback : source, destination, name

Functions

o

o
[>
[m
HU

- Create controller : User 25.E Controller 2] name

Controller & A tCt,

- Create control action : User 25 E Control Action 0 3i&dt=
ZIEEZ Q3 2 source 2F destination & AA3IA Control
M

Action &

- Create feedback : User 2 2 E{ Feedback Of s &sl= HIAEE 7| HEZ Q&

2t source @t destination 2 A785}10] Feedback 2 F7+8HC}

- Delete controller : ME{SE Controller & AFA| STt

-

- Delete control action : M EiSt Control action & AfX|SHC}.
- Delete feedback : MEHSF Feedback & AFA|SHCL.

- Modify controller : Controller 2| name & 73 3tCt,

- Modify control action : Control Action 2| LH-&, &2 source, destination 2

SHBICH

- Modify feedback : Feedback 2| L{-&, =2 source, destination & =g 3tCt.

- Error handling :

i.  control structure A X|ZHOZE loop +X(HT +X)7t
= 3 2OES ER2L0H

-25-

2SO X[ X|



SRS

ii. Control Action 2| 0| §0| StLt2tE M HYX|X| gt2 42 Z1

3.2.3 Process model maker

3.2.3.1 Attributes

- File : MCS File

3.2.3.2 Functions

- Parse file : MEHEl Controller 2 CA Of 2} Hat BILE =

Model & 4 3HCt
- Select Controller : ®18k= Controller & M EiBHC}

- Modify Process Model :

Z3519 Process

i.  Process Model O] EX{gt I, Y=l variable & F7}5H L} AFA| BT

ii. Process Model O] ZEXisIX| A2 Of YHE

7|82 2 Process model & 24-A3IC}

- Error handling :

i O o Al Eect 27 gle 89 E1 HE H2
i I MOl BHX| BE df T 271 e B ¥E

ii.  process model X4 A| control action 2| O|£0| EZE|0f, =

controller Lt control action O CHet M E 7} EXWSHA| &

PZ|

o
39 2n %

o

o

=

Ct.

FHo

3.2.4 Context table maker
3.24.1 Attributes
- Control action : name
- UCA type : name
- Hazardous : ME4SIX| g4 2, O, X
- File : format, information

3.2.4.2 Functions

-26-
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i ==& MCS

L
o

E
S

HMEEE context & OpA S

3

Ct. NuFTA &

t hazardous

.
o
[y

.
o

F

2

.
o

.

=

s
C

ol
[e]]

F

.
o

H
|

=

E

A
i)

.|
9| context Of LCf

ot
2+ZF
=

=

o
HEOIA Tt 5

8

—

7|&2 olo] Foi™ U0fof

P

.
o

| -

—

o] X

=

Y ee
Ql

t

Make Table : context table Of I}

Parse file : B4 0|
Select Hazardous :
Error Handling :

Il
In
it

SRS

0
OH

[
[}

ol
ﬂ+
T

oF

ol

SHA| &

EH
=

hazardous O] £ & M

OH

[
o

of

r

¢

o

Toll

oj

j[K;

=

O
—

.
[s)

ot
3

C

RPE:
HA

A
M

3

&
s

H

.
[}

o

=

A
e

: Context table OlA] Harzardous
_27_

Ef= M E

A
=]

|

X
Al

4

o

.
[s}

E

E UCA table
of

information

8l mAZ Context O dH
il
|

—

=

=

1
Eof cf

VS
L

d|

=

Control action : name
UCA type : name
Make UCA table

Context :
Context
tLt2|

-~
(¢}
IL

Attributes

k=]
—_

X
o

.|

af
Al of 2

3.2.5.2 Functions

3.2.5.1

|

=

3.2.5 UCA table maker

3.3 Performance Requirements
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34 Logical Database Requirements

e 22 STPAS| HEE & O WED UG A £+ AR F& A0 FHORE,
ol = oM ofifet YRS Fg AKX tiet EE 0|0] ZhX|L RA0{OF BHCE

3.5 Design Constraints

3.6 Software System Attributes

- Maintainability : ZE21H RN FF0| LAlSAHL 0| AN HE 2 A

Y
©

2oX| BEF, A ExdE =2 + UARF g AT =4 4 gt A2

== HF =X @5 HehetCt

3.7 Additional Comments
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4. Supporting Information
4.1 Table of contents and index

4.2 Appendixes
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